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Data  and  Democracy  in  the  UK 
A  Report  by  Tactical  Tech's  Data  and  Politics  Team 


Introduction 


“What  we  are  doing  is  no  different  from  what  the  advertising  industry  at  large  is  doing  across 
the  commercial  space.”1 

-  Alexander  Nix,  former  CEO  of  Cambridge  Analytica 


In  2017  and  2018,  the  Department  for  Digital,  Culture,  Media  and  Sport  (DCMS)  in  the  UK  held  an 
inquiry  into  the  impact  of  fake  news  on  the  political  process.2  The  parliamentary  committee 
questioned  staff  from  social  media  platforms,  digital  communication  companies,  academics  and 
political  advisors  in  the  context  of  their  work  on  recent  political  campaigns  in  the  UK  and 
internationally.  Despite  inconsistencies  across  the  testimonies,  the  hearings  significantly  sought  a 
level  of  transparency  and  accountability  for  a  set  of  practices  that  has  been  little  understood  to 
date.  In  doing  so,  they  also  demonstrated  how  widespread  and  normalised  data-driven  practices 
across  political  campaigning  in  the  UK  have  become  -  not  just  in  the  case  of  a  few  companies,  and 
not  only  in  the  EU  referendum. 


Whilst  the  UK  and  international  media  reported  extensively  on  the  DCMS  hearings  and  the 
Cambridge  Analytica  and  Facebook  scandal  that  emerged  in  their  midst,  there  have  been  fewer 
attempts  to  create  a  more  comprehensive  view  of  the  use  of  data  in  elections  in  the  UK  and  how 
much  can  be  determined  from  existing  reports  and  transparency  measures.  To  date,  the  most 
significant  research  on  these  questions  are  Nick  Anstead’s  cross-party  study  into  the  use  of  data  in 
the  2015  elections;3  a  recent  investigation  into  digital  campaigning  by  the  Electoral  Commission;4 
and  the  Constitution  Society’s  critical  review  of  digital  campaigning  and  regulatory  safeguards.5 
This  report  combines  original  research  by  the  Data  and  Politics  team  at  Tactical  Tech  with  findings 
from  the  aforementioned  overviews,  as  well  as  testimony  from  the  DCMS  hearings,  journalistic 

*A.  Nix,  'Oral  evidence:  Fake  News,  HC  363,  §  Digital,  Culture,  Media  and  Sport',  UK:  House  of  Commons,  27  February  2018,  pp. 
15-16,  Q685.  Retrieved  from  http://data.parliament.uk/writtenevidence/conunitteeevidence.svc/evidencedocument/digital-culture- 
media-and-sport-committee/fake-news/oral/79388.pdf 

2  An  overview  of  the  hearings  can  be  found  here:  https://www.parliament.uk/business/committces/committees-a-z/commons- 
select/ di  gital-culture-media-and-sport-committee/news/ fake-news-evidence- 17-19/ 

3N.  Anstead,  'Data-Driven  Campaigning  in  the  2015  United  Kingdom  General  Election',  The  International  Journal  of  Press/Politics, 
22(3),  2017,  pp.  294-313.  Available  at  https://doi.org/10.1177/1940161217706163 

4The  Electoral  Commission,  'Digital  campaigning:  Increasing  transparency  for  voters'.  The  Electoral  Commission,  June  2018.  Avail¬ 
able  at  https://www.electoralcommission.org.uk/fmd-information-by-subject/political-parties-campaigning-and-donations/digit- 
al-campaigning 

5S.  Hankey,  J.K.  Morrison,  &  R.  Naik,  'Data  and  Democracy  in  the  Digital  Age',  The  Constitution  Society,  available  at  https://con- 
soc.org.uk/wp-content/uploads/2018/07/Stcphanie-Hankev-Julianne-Kerr-Morrison-Ravi-Naik-Data-and-Democracv-in-the-Digital- 

Age.pdf 
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reports  and  our  own  in-depth  analysis  of  the  expenses  submitted  to  the  Electoral  Commission  for 
the  UK  2015  and  2017  general  elections  and  the  EU  referendum. 

The  report  then  goes  on  to  examine  in  more  detail  the  challenges  of  using  the  current  system  of 
transparency  to  understand  political  parties'  use  of  data-driven  campaigning. 

Our  report  examines  the  use  of  personal  data  in  campaigning  by  six  parties  in  the  2015  and  2017 
general  elections:  Labour,  Conservatives,  Liberal  Democrats,  the  Green  Party,  the  Scottish  National 
Party  (SNP)  and  the  United  Kingdom  Independence  Party  (UKIP). 

In  the  case  of  the  EU  referendum,  we  focused  on  the  two  official  Leave  and  Remain  groups:  "Vote 
Leave"  and  "Britain  Stronger  In." 

Our  findings  suggest  that  there  is  a  need  to  revisit  the  current  regulations  to  help  enforce  sound 
practices  and  generate  more  transparency  around  the  use  of  personal  data  in  campaigns. 

This  report  outlines  the  three  key  findings  of  Tactical  Tech's  research: 

•  Data-driven  practices  may  expand  the  gaps  between  political  parties’  access  to  resources 

•  Parties  in  the  UK  have  significantly  increased  their  investment  in  data-driven  campaigning 
since  2015 

•  Information  about  data-driven  practices  remains  opaque,  despite  efforts  by  the  Electoral 
Commission  and  journalists  to  make  them  more  transparent. 

Sources  and  Methodology 

The  unique  contribution  of  this  research  is  to  synthesise  and  compare  previous  research,  creating  a 
broader  overview  and  revealing  gaps  or  inconsistencies  among  existing  accounts.  Our  sources 
include: 

•  Self-published  materials  from  parties  and  campaign  staff,  such  as  the  blog  of  the  Campaign 
Director  of  Vote  Leave,  Dominic  Cummings.6  Such  materials  are  limited  in  that  we  can 
assume  they  reflect  the  views  of  the  individual/s  publishing  them. 

•  Reports  by  journalists  and  academics,  including  Anstead’s  research  and  the  Constitutional 
Society  report,  mentioned  above.  These  are  again  limited  to  the  information  the  authors 
have  access  to  or  have  been  provided  by  the  parties  or  companies,  which  may  not  always  be 
factually  accurate  or  complete. 


6Dominic  Cummings  has  blogged  extensively  on  his  experiences  and  opinions  surrounding  the  EU  referendum  at  https://dominic- 
cummings.com/ 
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•  Testimony  and  individual  interviews  from  the  DCMS  hearings  on  fake  news,  bearing  in 
mind  that  testimony  was  inconsistent  and  there  is  no  legal  obligation  for  individuals  to  be 
honest  in  these  hearings. 

•  Official  spending  reports  from  the  Electoral  Commission,7  which  oversees  elections  and 
regulates  political  finance.  Parties  must  submit  all  invoices  to  show  their  spending  during 
the  reporting  period  of  electoral  or  referendum  campaigns. 


In  using  the  official  spending  reports  to  understand  how  much  was  invested  in  data-driven 
campaigning  and  how  that  money  was  distributed  across  suppliers,  it  was  necessary  to  conduct  our 
own  research,  as  there  is  no  simple  or  singular  way  of  filtering  the  Electoral  Commission’s  online 
database  of  reported  spends  according  to  ‘digital’  or  ‘data-driven’  campaign  spends.  In  attempting 
to  extract  data-driven  campaigning  spends  from  the  Electoral  Commission’s  database,  we  made  the 
following  decisions  about  what  to  include  and  exclude  from  our  analysis: 

°  We  have  excluded  companies  that  specialise  in  door-to-door  leafleting,  although  they 
may  use  data  available  from  online  sources. 

0  We  have  excluded  companies  that  specialise  in  qualitative  opinion  polling  or  traditional 
surveys,  although  this  data  might  feed  into  digital  strategies. 

0  We  have  included  strategists  and  consultants  who  deliver  both  digital  and  non-digital 
services,  even  if  it  is  unclear  from  the  invoices  what  services  they  delivered. 

0  Taking  into  account  the  time  and  scope  of  this  research,  we  only  included  suppliers  who 
were  paid  over  £50,000  according  to  our  calculations. 


Data-driven  campaigning  in  the  UK:  how  did  we  get  here? 

The  increased  use  of  data-driven  practices  by  political  campaigns  in  the  UK  mirrors,  as  Nix  himself 
indicated  in  his  testimony,  the  rapid  rise  of  personal  data  use  in  digital  advertising  and  marketing 
campaigns  in  the  commercial  sector.8  Whilst  many  of  the  techniques  in  use  are  new  and  particular 
to  digital  campaigning,  the  principles  of  data  collection,  understanding  public  opinion  and  creating 
targeted,  marketing-style  communications  is  of  course  not  new. 


^Reported  spends  can  be  found  on  the  Electoral  Commission’s  online  database  at  http://scarch.clcctoralcommission.org.uk/ 
SA.  Nix,  'Oral  evidence:  Fake  News,  HC  363,  §  Digital,  Culture,  Media  and  Sport',  pp.  15-16. 
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The  use  of  personal  data  in  political  campaigns  in  the  UK  has  developed  alongside  three  main  pre¬ 
existing  practices  that  have  been  part  of  campaigns  for  decades:  firstly,  opinion  polling;  secondly, 
targeted  campaigning  and  direct  marketing;  and  finally,  voter  registration  and  party  sign-up 
efforts.  Opinion  polling  can  be  traced  back  to  Gallup  polls  undertaken  since  the  1940s  in  order  to 
gauge  public  opinion  on  particular  issues,  with  a  range  of  other  polling  companies  emerging  in 
their  wake,  such  as  ICMUnlimited,  Ipsos  MORI,  NOP  and  Harris.9  Initially,  polling  allowed  parties 
to  merge  broad  demographic  data  with  insights  into  how  to  craft  positions  and  messages  that 
resonated  with  large  swathes  of  the  population.  Targeted  campaigning  and  direct  mail  developed  in 
the  UK  in  the  late  1970s  and  early  '80s.  The  use  of  persuasive  messaging  can  be  traced  back  to 
1983,  when  the  Conservative  Party  hired  Chris  Lawson  as  a  full-time  director  of  marketing.10  The 
move  reflected  a  shift  toward  a  more  corporate  style  of  marketing  in  politics.  During  this  time, 
Lawson  worked  with  the  advertising  company  Saatchi  and  Saatchi  “to  design  a  campaign  which 
relied  to  a  greater  extent  than  ever  before  on  US-style  value  research  and  ‘psychographics’.”11  More 
recently,  efforts  to  increase  the  number  of  party  members  and  voter  turn-out  led  to  the 
introduction  of  digitised  systems  and  methods  within  the  major  parties  in  the  UK.  Parties  utilised 
these  systems  to  create  databases  of  citizens  that  could  be  rallied  for  support  or  called  upon  for 
help  with  campaigns. 

Over  the  past  decade  -  as  in  the  commercial  sector  -  these  methods  have  changed  significantly,  not 
only  diversifying  to  a  wider  range  of  service  providers,  such  as  social  media  platforms,  data 
brokers,  data  analytics  companies  and  digital  advertising  companies,  but  also  to  more  precise 
forms  of  profiling  and  direct  targeting.  With  the  rise  of  data-driven  methods,  voter  profiles  are  no 
longer  limited  to  a  region  or  a  demographic  group  but  can  also  be  connected  to  individuals’  names, 
email  addresses  or  household  addresses.  This  data  can  also  now  include  behavioural  traits  such  as 
recent  interactions  with  different  political  causes,  purchasing  habits  or  internet  browsing 
histories.12  In  the  past,  targeted  messages  would  be  delivered  to  broad  audiences  and  placed  in 
certain  localities  via  TV,  radio,  newspapers  or  billboards,  with  the  most  substantial  opportunity  for 
individual  contact  being  through  door-to-door  canvassing.  In  more  recent  campaigns,  data-driven 
technologies  have  expanded  the  channels  for  communication  between  politicians  and  the  public  to 
include  data-driven  and  profile-based  advertisements  through  social  media  and  apps.  These 
channels  provide  opportunities  to  deliver  more  personalised  and  targeted  communications  on  an 
individual  level  or  to  very  specific  segments  of  the  population,  with  greater  speed  and  reach  than 
ever  before.  For  example,  many  individuals  provide  their  email  address  to  a  party  when  donating, 

9D.  Broughton,  Public  Opinion  Polling  and  Politics  in  Britain,  Basingstoke,  Palgrave,  1998. 

1UB.  McNair,  An  Introduction  to  Political  Communication,  London,  Taylor  &  Francis,  2011,  p.101. 

“Ibid. 

12A  selection  of  these  traits  can  be  found  on  the  website  for  NationBuilder,  a  customer  relationship  management  system  commonly 
used  by  political  candidates  in  the  UK  at  https://nationbuilder.com/import_codes 
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signing  up  to  volunteer  or  requesting  to  hear  more  about  the  party's  policies.  The  party  can  then 
upload  the  list  of  email  addresses  to  Facebook  to  create  segmented  "custom  audiences."  A  custom 
audience  of  those  who  have  donated  can  then  be  targeted  with  a  different  advert  than  the  custom 
audience  of  volunteers. 


Legal  Context 

The  Constitution  Society  recently  released  a  publication  presenting  a  unique,  aggregated  and 
robust  overview  of  the  existing  framework  for  data-driven  campaigning.13  The  report  brings 
together  various  aspects  of  UK  law  that  impact  the  use  of  data  by  parties  and  campaigning  groups. 

It  focuses  on  four  areas  that  are  currently  regulated  -  spending  limits,  broadcasts,  quantity  of 
communications  in  broadcasting,  quality  of  communications  in  broadcasting,  and  data  processing 
-  which  are  outlined  in  detail  below: 

•  Spending:  all  parties  and  campaign  groups  are  limited  in  what  they  can  spend  overall.  This 
changes  per  election,  referendum  and  who  is  spending  the  funds,  whether  a  party,  a  local  candidate 
or  a  non-party  campaigner.  Each  group  must  keep  records  of  all  funds  both  received  and  spent, 
which  they  then  have  to  submit  to  the  Electoral  Commission  for  review,  including  invoices.  These 
reports  are  the  basis  of  much  of  our  research  and  findings. 

•  Quantity  of  communications:  paid  political  advertising  on  television  and  radio  is  prohibited  in 
the  UK.  Instead,  each  party  is  allocated  a  set  amount  of  time-slots  that  are  labelled  as  political  party 
broadcasts,  which  vary  according  to  the  election  and  the  channel.  The  slots  are  about  five  minutes 
in  length  and  free  of  charge;  however,  this  does  not  apply  to  digital  advertising. 

•  Content  of  communications:  other  than  TV  and  radio,  there  are  no  specific  regulations  on  the 
content  of  other  forms  of  media,  including  offline  posters  and  leaflets.  There  are  also  no  regulations 
governing  online  communications.  Political  advertising  is  exempt  from  any  of  the  general 
advertising  rules  that  have  applied  to  private  companies  since  1999. 14  While  this  was  decided  for 
various  reasons,  legislators  still  recognised  that  a  set  of  guidelines  would  be  useful.15  However,  this 
has  not  yet  happened.  The  only  exemption  for  political  advertising  is  that  it  is  illegal  to  present  any 
false  statement  about  a  candidate’s  personal  character  or  conduct,  but  this  does  not  include  their 
political  views.16 

13S.  Hankey,  J.K.  Morrison,  &  R.  Naik,  Data  and  Democracy  in  the  Digital  Age.  For  more  information  about  the  legal  context  in  par¬ 
ticular,  see  pp.  27-35. 

ASA  News,  'Why  we  don’t  cover  political  ads  around  the  election',  26  April  2017,  https://www.asa.org.uk/news/whv-we-don-t- 
cover-political-ads-around-the-electioii.html  (accessed  10  July  2018). 

15Secretary  of  State  of  the  Home  Department,  The  funding  of political  parties  in  the  United  Kingdom,  1999,  Chapter  9.  Retrieved 
from  http://webarchive.nationalarchives.gov.uk/20 1 3 1205 1011 23/http://www.archive. official- 
documents. co.uk/document/cm44/44 13/44 13.htm 

16The  Electoral  Commission,  'What  we  do  and  don’t  regulate',  The  Electoral  Commission, 

https://www.electoralcommission.org.uk/our-work/roles-and-responsibilities/our-role-as-regulator-of-political-party-finances/mak- 
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•  Data  processing:  during  the  time  of  this  research  in  May  2018,  the  General  Data  Protection 
Regulation  (GDPR)  was  implemented.  However,  for  the  duration  of  the  elections  and  referendum 
studied  in  this  report,  the  data  regulation  in  place  was  the  2002  Privacy  Directive,  which  requires 
an  individual  recipient’s  consent  to  carry  out  or  send  automated  calls,  faxes  and  electronic  mail.17 
However,  the  directive  only  covered  forms  of  communications  that  involve  direct  contact,  which 
does  not  include  social  media  or  channels  not  specifically  directed  at  one  individual. 

It  is  worth  pointing  out  that  these  laws  pre-date  digital  campaigning  and  therefore  may  require 
revision.  The  Constitution  Society  recommends  improvements  to  the  legal  framework,  which 
include  a  review  of  the  code  of  conduct  for  the  quality  and  quantity  of  communication  content  and 
an  active  approach  to  implementing  GDPR,18  including  an  awareness  of  the  limits  of  its  coverage  of 
the  collection  and  use  of  aggregate  data  such  as  website  traffic  and  behavioural  or  analysis  of 
sentiment  and  language  on  Twitter.19 


Key  Findings  of  Our  Research 

Finding  1:  Data-driven  practices  may  expand  the  gaps  between  political  parties’ 
access  to  resources 

The  two  parties  with  the  largest  supporter  base,  influence  and  income  are  the  Labour  Party  and  the 
Conservative  Party.  According  to  our  analysis  of  the  spending  reported  to  the  Electoral 
Commission,  not  only  do  these  two  parties  spend  more  overall,  but  they  also  spend  a  larger 
percentage  of  their  budgets,  compared  to  other  parties,  on  suppliers  that  support  their  data-driven 
campaigning.  Smaller  parties,  on  the  other  hand,  spend  more  on  print  and  canvassing.  Tables  1 
and  2  (below)  illustrate  the  notable  difference  in  spending  among  the  parties  in  the  2017  and  2015 
general  elections  respectively,  with  Labour  having  spent  two  or  three  times  more  money  on  digital 
services  than  the  next  largest  party,  and  Conservatives  spending  six  to  ten  times  more.  It  is  also 
evident  that  all  the  parties  invested  in  digital  and  data-driven  campaign  services,  across  a  range  of 
companies. 


ing-an-allegation/what-we-regulate 

17Directive  2009/136/EC,  Official  Journal  L  201,  31  July  2002,  pp  0037  -  0047,  available  at  https://eur- 

lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32002L0058:en:HTML 

18S.  Hankey,  J.K.  Morrison,  &  R.  Naik,  Data  and  Democracy  in  the  Digital  Age,  pp.  34-36 

19Ibid. 
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The  following  two  tables  show  spending  per  party  on  data-driven  practices  in  the  general 
elections  0/2017  (Table  1)  and  2015  (Table  2).  The  figures  are  based  on  our  analysis  of  the 
Electoral  Commission  database  of  reported  spends.20 


Table  1:  shows  the  contrast  among  the  respective  parties’  spending  on  data-driven  platforms; 
advertising  and  data  companies;  and  consultants  and  strategists  in  the  2017  general  election 


2017 

Platforms 

Conservatives 

Labour 

Liberal  Democrats 

UKIP 

Green  Party 

SNP 

Facebook 

£2,118,045.95 

£577,269.80 

£411,967.01 

£18,753.15 

£43,345.44 

Google 

£562,153.59 

£254,515.51 

£203,531.09 

Advertising  and  data  companies 

Conservatives 

Labour 

Liberal  Democrats 

UKIP 

Green  Party 

SNP 

Return  Marketing  Limited 

£294,300.00 

Experian  Ltd 

£86,953.55 

£300,000.00 

Message  Space 

£100,000.00 

Total 

£481,253.55 

£300,000.00 

£0.00 

£0.00 

£0.00 

£0.00 

Consultants  and  strategists 

Conservatives 

Labour 

Liberal  Democrats 

UKIP 

Green  Party 

SNP 

Messina  Group  Inc 

£500,015.00 

True  Clarity  Ltd. 

£166,437.99 

Edmonds  Elder  Ltd 

£156,240.00 

TMWI 

£337,133.52 

Total 

£822,692.99 

£337,133.52 

£0.00 

£0.00 

£0.00 

£0.00 

Overall  Total 

Conservatives 

Labour 

Liberal  Democrats 

UKIP 

Green  Party 

SNP 

£3,984,146.08 

£1,468,918.83 

£615,498.10 

£0.00 

£18,753.15 

£43,345.44 

Table  2:  shows  the  contrast  among  the  respective  parties’  spending  on  data-driven  platforms; 
advertising  and  data  companies;  and  consultants  and  strategists  in  the  2015  general  election 


Overall  Total  Conservatives  Labour  Liberal  Democrats  UKIP  Green  Party  SNP 

_ £2,335,143.49 _ £390,866.11 _ £22,257.10 _ £266,942.17  £74,890.54  £5,466.64 


20 All  reported  spends  and  donations  are  recorded  and  accessible  on  The  Electoral  Commission’s  online  database,  available  at 
http://search.electoralcommission.org.uk/ 
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It  should  be  noted  that  the  Electoral  Commission  records  analysed  in  the  tables  above  only  show 
spends  on  external  suppliers,  but  do  not  reflect  investments  in  in-house  staff  or  the  contribution  of 
volunteers  or  donations,  which  may  also  constitute  significant  resources.  This  makes  it  difficult  to 
determine  the  exact  overall  spending  and  activities  of  each  party.  Most  parties  and  campaigns  are 
known  to  have  in-house  staff  dedicated  to  the  processing  and  analysis  of  personal  data  during  the 
campaign;  in  the  2017  elections,  Labour  devised  their  own  social  media  tool  called  Promote,  which 
was  linked  to  their  voter  database  and  could  be  used  to  target  digital  content,  but  the  official 
records  don’t  account  for  these  types  of  tools.21 

Some  parties  build  and  develop  their  own  databases  of  supporters  and  voters  to  enhance  their 
digital  campaigns.  Some  of  these  are  free  and  others  are  relatively  costly,  which  may  exacerbate  the 
inequality  of  resources  and  therefore  the  overall  influence  that  each  party  can  attain.  Freely 
available  databases  of  voter  information,  such  as  the  2011  Census,  are  relatively  easy  for  all  parties 
to  acquire.  By  comparison,  proprietary  datasets,  such  as  Experian’s  Mosaic  (a  postcode-based 
database),  can  be  prohibitively  costly  and  thus  only  available  to  larger  parties.22  In  the  case  of  the 
EU  referendum,  Vote  Leave  created  a  multi-functional  database  called  the  Voter  Intention 
Collection  System,  which  aggregated  personal  data  about  potential  voters  from  social  media, 
advertising,  website  activity,  apps,  canvassing,  direct  mail,  polls,  fundraising  and  activist 
feedback.23  It  may  also  have  made  use  of  other  purchased  data,  such  as  the  credit  ratings  of 
citizens,  as  alleged  by  former  Cambridge  Analytica  employee,  Brittany  Kaiser.24  This  means  Vote 
Leave  could  generate  profiles  on  individuals,  as  well  as  segments  or  groups,  that  were  most 
persuadable  in  order  to  assess  the  best  strategy  for  reaching  them. 

Differences  of  investment  in  in-house  database  management  systems  can  also  impact  the  efficacy 
of  data  processing  and  analysis,  which  is  costly,  and  potentially  could  put  the  security  of  the  data  at 
risk  if  sufficient  resources  are  not  available.  For  example,  candidates  with  fewer  resources  used 
Excel  spreadsheets  to  track  their  potential  supporters,  whereas  those  with  more  money  used  off- 
the-shelf  software  purpose-made  to  manage  and  analyse  supporter  data,  such  as  NationBuilder,  to 
manage  communications  with  their  supporters.25 


2IH.  Stewart,  'Labour  takes  to  the  streets  and  social  media  to  reach  voters',  The  Guardian,  21  April  2017,  https://www.theguardian.- 

com/politics/2017/apr/21/labour-takes-to-the-streets-and-social-media-to-reach-voters 

22N.  Anstead,  Data-Driven  Campaigning  in  the  2015  United  Kingdom  General  Election,  pp.  294-3 13. 

“3D.  Cummings,  'On  the  referendum  #20:  the  campaign,  physics  and  data  science  -  Vote  Leave’s  ‘Voter  Intention  Collection  Sys¬ 
tem’  (VICS)  now  available  for  all',  29  October  2016,  https://dominiccummings.eom/2016/10/29/on-thc-rcfcrendum-20-the-cam- 
paign-phvsics-and-data-science-votc-leaves-voter-intcntion-collcction-svstcm-vics-now-available-for-all/  (retrieved  10  July  2018) 

24B.  Kaiser,  'Written  Testimony  to  the  Fake  News  Inquiry',  19  April  2018,  pp.  2-3.  Available  at  https://www.parliament.uk/docu- 
ments/commons-committees/culture-media-and-sport/Brittany-Kaiser-Parliamentary-tes  timony-FINAL.pdf 
25N.  Anstead,  Data-Driven  Campaigning  in  the  2015  United  Kingdom  General  Election,  pp.  294-313. 
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The  differences  in  spending  among  parties  and  campaigns  indicate  that  the  better  resourced 
political  groups  may  have  access  to  more  tools  -  as  well  as  knowledge  -  than  their  competitors, 
which  only  serves  to  exacerbate  the  gaps  in  the  size  and  influence  of  the  largest  parties.  Costly 
political  consultancies  can  provide  beneficial  advice  on  how  to  use  digital  tools  and  data  in 
campaigning  strategies.  For  example,  the  Conservatives  hired  Jim  Messina  from  the  Messina 
Group  in  both  the  2015  and  2017  elections.26  Messina,  who  originally  worked  on  Barack  Obama’s 
presidential  campaigns  in  2008  and  2012,  specialises  in  using  granular  data  to  understand  and 
target  specific  voters  in  precise  constituencies  to  most  effectively  win  seats  in  elections.27  Labour, 
meanwhile,  hired  the  digital  strategy  firm  Blue  State  Digital,  who  also  worked  on  the  Obama 
campaigns,  which  helped  them  transform  their  internal  digital  structure  and  their  external  digital 
communications  to  best  reach  voters  and  recruit  volunteers.28 

As  these  data-driven  consultancies  do  not  always  secure  a  win  for  the  party  that  hires  them,  our 
interviews  have  found  that  there  is  substantial  speculation  within  political  circles  as  to  the 
effectiveness  of  their  techniques.  However,  in  theory,  access  to  such  expertise  could  also  increase 
the  advantage  of  a  particular  party  compared  to  parties  who  do  not  have  the  budget  to  hire  experts 
and  do  not  have  equivalent  in-house  or  volunteer  technical  expertise.  Though  it  has  yet  to  happen 
at  scale  in  the  UK,  it  is  worth  noting  that  in  the  US  presidential  campaigns,  significant  support  was 
donated,  or  brought  in-house,  from  Democratic  supporters  who  were  also  technologists  and  data 
scientists.29  With  regards  to  off-the-shelf  services  provided  by  the  larger  digital  advertising 
platforms  such  as  Google  and  Facebook  in  the  general  elections  in  2015  and  2017,  the  differences  in 
spending  are  significant  between  the  parties.  Through  looking  at  spending  on  Facebook  alone,  in 
Chart  1  (below),  it  is  possible  to  see  the  significant  differences  in  investment  in  just  one  platform, 
with  the  Conservatives  pouring  over  £2  million  into  Facebook  services  in  2017.  Presumably,  the 
more  money  that  a  party  can  spend,  the  more  likely  they  are  to  reap  the  benefits  that  such 
platforms  can  provide. 

As  Facebook  and  Google  have  developed  tools  to  enable  political  parties  to  access  their  services,30 
they  have  also  hired  political  sales  teams  to  advise  campaigns  on  how  to  use  the  platforms  to  their 
advantage.31  For  example,  during  the  2017  election,  Facebook’s  political  sales  teams  hired  former 


_6J.  Pickard  &  H.  Mance,  'Conservatives  hire  Jim  Messina  for  UK  general  election',  Financial  Times,  24  April  2017,  https://www.ft.- 
com/content/006e4a74-28df-l  Ie7-bc4b-5528796fe35c  (retrieved  24  July  20181 

27Ibid. 

“SBlue  State  Digital,  (n.d.),  'Labour  Party  j  Political  Case  Study',  https://www.bluestatcdigital.com/our-work/labour-partv/  (retrieved 
24  July  20181 

29T.  Romm,  'How  Silicon  Valley  is  trying  to  topple  Trump  -  beginning  with  a  special  election  in  Montana',  recode,  25  May  2017,  ht- 

tps://www.recode.net/20 1 7/5/25/1 5686802/silicon-valley-trump-montana-tech-for-campaigns 

3°See  some  of  these  tools  at  https://politics.fb.com  and  https://protcctvourclcction.withgoogle.com/intl/en/ 

31Facebook,  'Tips  for  Politicians  and  Campaigns',  23  September  2016,  https://www.facebook.com/faccbookmedia/blog/tips-for- 
politicians-and-campaigns  (retrieved  10  July  2018) 
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Conservative  and  Labour  campaign  officials,  giving  them  insider  insights  about  campaigning, 
which  would  in  turn  be  useful  to  their  clients.32  A  source  within  Facebook  stated,  “[Facebook  has] 
created  these  links  into  the  campaigns  so  they  can  whisper  in  parties’  ears,  say  ‘we  know  what  you 
need,  come  spend  money  with  us.’"33  It  is  difficult  to  determine  the  impact  of  these  relationships 
beyond  creating  informed  sales  teams;  however,  it  does  mean  that  there  are  skilled,  insider 
resources  within  the  major  platforms  who  have  prior  party  alliances  -  another  affiliation  that 
mainly  serves  the  largest  parties. 


Chart  l :  Amount  of  money  Facebook  directly  received  from  political  parties  in  2015  and  2017 
general  elections  according  to  the  invoices  submitted  to  the  Electoral  Commission 
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■  Conservative  and  Unionist  Party 

■  Green  Party 

■  Labour  Party 

■  Liberal  Democrats 

■  Scottish  National  Party  (SNP) 
UK  Independence  Party  (UKIP) 


3:Facebook’s  policy  and  politics  teams  have  included  Rishi  Saha,  a  former  head  of  digital  communications  at  Downing  Street;  Karim 
Palant,  a  former  chief  policy  adviser  to  Ed  Balls,  Labour’s  shadow  chancellor;  and  Theo  Lomas,  a  former  political  consultant  for 
Crosby  Textor,  the  PR  firm  of  the  man  running  the  Tories’  2017  general  election  campaign.  See  https://www.theguardian.com/tech- 
nology/2017/may/08/facebook-political-aides-campaigns-target- voters 

33R.  Booth,  'Facebook  employs  ex-political  aides  to  help  campaigns  target  voters',  The  Guardian,  8  May  2017,  http://www.thcguardi- 
an.com/technology/2017/may/08/facebook-political-aides-campaigns-target-voters 
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Our  research  allowed  us  to  identify  several  possible  implications  of  the  gaps  in  spending  between 
parties  on  data-driven  practices.  It  may  be  that  parties  first  have  to  have  a  large  budget  to  even 
begin  engaging  in  digital  campaigning.  It  may  also  be  that  once  a  party  invests  in  digital,  their 
digital  expertise  increases,  and  they  consequently  spend  more  money  on  secure  and  effective  tools, 
creating  further  differences  between  the  parties.  In  addition,  parties  with  more  money  can  access 
commercial  off-the-shelf  solutions  and  invest  in  external  expertise. 


Finding  2:  Parties  in  the  UK  have  significantly  increased  their  investment  in  data- 
driven  campaigning  since  2015 

In  the  UK,  political  parties  and  campaign  groups  use  a  full  range  of  digital  marketing  tools  and 
individual  data  collection  practices.  The  amount  of  money  invested  in  these  practices  has  increased 
substantially  from  2015  to  2017  across  all  parties.  Tables  1  and  2  (see  page  7)  show  that  the 
Conservatives  spent  £1  million  more  on  data-driven  campaigning  in  2017  than  in  2015,  while  the 
Labour  Party  and  the  Liberal  Democrats  spent  three  times  more  from  one  election  to  the  next,  and 
the  Scottish  National  Party  spent  more  than  fives  times  more  over  the  two  years.  UKIP  is  the  major 
exception,  but  this  is  reflective  of  their  shift  in  activity  more  generally  by  the  2017  election.  The 
Electoral  Commission’s  research  into  digital  campaigning  shows  that  this  rise  in  spending  on 
digital  campaigning  companies  across  all  campaigning  groups  has  gone  from  0.3%  of  total  spend  in 
2011  to  42.8%  of  total  spend  in  2017.34  From  the  increases  in  spending  on  these  services,  we  can 
infer  that  there  are  associated  consequences  for  the  processing  and  instrumentalisation  of  the 
personal  data  of  citizens,  including  an  increased  investment  in  the  acquisition  and  analysis  of 
personal  data  and  associated  methods  and  strategies  that  make  use  of  that  data. 

Increased  investment  in  direct  processing  of  personal  data 

The  parties’  increased  spending  on  digital  campaigning  implies  an  increased  investment  in  the 
collection  and  use  of  personal  data  from  citizens.  This  can  be  inferred  by  looking  at  the  types  of 
companies  that  absorb  the  spending,  which  include  a  number  of  organisations  that  provide  tools  to 
assist  with  the  direct  collection,  hosting  and  analysis  of  personal  data.  For  example,  both  Labour 
and  Conservatives  spent  substantially  more  on  Experian  in  2017  than  in  2015.  Experian  is  a 
company  that  sells  data  and  profiles  on  individuals  and  groups.  It  also  helps  match  existing 
individual  profiles  so  that  citizens  can  be  targeted  with  the  same  message  across  multiple  channels, 
including  their  phones,  social  media  and  email  accounts.  Parties  don’t  just  purchase  personal  data 


34Electoral  Commission,  'Digital  campaigning:  Increasing  transparency  for  voters'. 
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from  data  companies;  Labour  also  purchased  data  on  parents  and  the  size  of  their  families  from 
Emma’s  Diary,  a  pregnancy  and  childcare  advice  website.35 

A  detailed  analysis  of  the  invoices  also  reveals  an  increased  investment  in  customer  relationship 
management  systems  (CRMs).  CRMs  are  systems  that  manage  databases  of  information  about 
individuals  and  help  collate  a  history  of  their  interactions  with  a  political  party:  did  they  show 
support  during  a  door-to-door  interaction?  Have  they  donated?  Have  they  been  opening  the  emails 
sent  to  them?  CRMs  often  help  manage  communications,  too,  such  as  dividing  databases  up  into 
groups  to  send  targeted  emails  or  push  certain  social  media  messages.  CRMs  also  provide  extra 
features  such  as  appending  data,  matching  profiles  and  providing  additional  data  from  data  sales 
companies  such  as  Aristotle  or  Advocacy  Data.36 

Some  tools,  such  as  the  Customer  Relationship  Management  System  provided  by  NationBuilder, 
provide  additional  support,  such  as  direct  analysis  of  which  political  party  an  individual  is  likely  to 
vote  for.37 

Image  1:  An  example  of  a  personal  profile  from  the  NationBuilder  website  and  an  accompanying  sales 
pitch  show  how  NationBuilder  claims  to  use  data  from  a  volunteer,  including  their  Twitter  and  volunteer 
activity,  to  help  their  clients  profile,  match  and  target  individuals  38 


Ronald  Hsieh 

Interests  include  writing,  good  food,  wine,  and  traveling. 

Point  person:  Director  of  Community  Outreach 


Become  a  donor  Potential  donor  Ask  to  pledge  Pledged 


&  Ronald  Hsieh  (@ronaldhsieh)  followed  you  on  Twitter  2  days  ago 


Ronald  Hsieh  started  the  path  Event  volunteer  3  days  ago 


Put  people  at  the  center 

Dynamic  profiles  —  Effortlessly  capture  contact  info,  actions  taken 
on  your  site,  and  interactions  with  your  team.  See  a  complete  history 
for  every  person,  bringing  your  database  to  life. 

Social  matching  —  Link  public  social  media  profiles  to  email 
addresses  in  your  database  to  identify  and  mobilize  influential 
supporters. 

Targeting  —  User  tags,  lists  and  filters  help  you  track  information 
about  your  supporters  and  send  personalized  communications 
crafted  just  for  them. 


35I.  A.  Hamilton,  'A  company  targeted  at  new  mothers  is  facing  a  fine  for  selling  data  to  Labour  for  its  general  election  campaign', 
Business  Insider,  1 1  July  2018,  https://www.busincssinsidcr.de/labour-bought-ncw-mothcrs-data-emmas-diarv-2018-7  (retrieved  3 
August  2018) 

36NationBuilder,  'Data  integrations',  available  at  https://nationbuilder.com/data_integrations  (retrieved  10  July  2018) 

^Different  codes  for  labelling  individuals  in  databases  can  be  found  on  the  NationBuilder  website  https://nationbuildcr.com/politic- 
al  party  codes#gb 

38NationBuilder,  'Software  for  leaders',  available  at  https://nationbuildcr.com/softwarc  (retrieved  10  July  2018) 
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Paid  data-driven  profiling  to  target  and  influence  potential  voters  can  be  used  in  tandem  with  other 
tools,  such  as  non-paid  ads,  volunteer  canvassing  and  the  profiling  and  testing  of  social  media 
posts  to  encourage  people  sharing  them  with  their  friends.  This  last  form  of  non-paid  targeting  is 
referred  to  as  "organic  reach."  According  to  reports,  Labour’s  Momentum  movement  benefitted 
significantly  from  organic  reach.39  Matching  online  and  offline  profiles  can  also  help  with 
personalised  canvassing  and  leafleting  materials,  by  indicating  where,  who  and  when  to  canvas.40 

Increased  investment  in  personal  data-driven  tactics 

Alongside  political  parties’  investment  in  the  direct  acquisition  and  analysis  of  personal  data,  our 
research  shows  that  there  is  an  overall  increase  in  the  indirect  use  of  personal  data  through 
platforms,  whereby  parties  leverage  personal  data  through  platforms  such  as  Facebook,  Instagram, 
YouTube  and  Google  Search,  who  themselves  collect  and  analyse  personal  data  to  enable  targeting. 

Digital  and  platform-based  adverts  are  becoming  increasingly  targeted  to  ‘segments’  as  well  as  to 
individuals.  Segments  can  be  groups  of  individuals  that  fit  certain  demographics,  such  as  "women 
based  in  North  London  between  20-30."  Decisions  about  how  to  segment  voters  are  often  based  on 
assumptions  about  who  is  seen  to  be  open  to  influence  when  targeted  with  the  appropriate 
messaging.  This  could  be  a  positive  message  to  vote  for  a  particular  party,  or  a  negative  one  to  try 
to  dissuade  them.  For  example,  in  the  2017  snap  election,  as  Labour  MP  Andrew  Gwynn  wrote  in 
The  Guardian: 

“We  put  unprecedented  levels  of  funding  into  online  advertising ,  supported  by  a  highly 
professional  data  targeting  operation  that  gave  us  an  edge  in  getting  the  right  messages  in  front 
of  the  right  voters.  This  allowed  us  to  make  quick  decisions  about  who  and  where  to  target.  When 
we  saw  improved  local  canvass  returns  in  Sheffield  Hallam,  we  were  able  to  target  anti-Lib  Dem 
Facebook  messages  at  all  the  voters  in  the  seats  that  we  thought  were  being  contested  between 
Labour  and  the  Lib  Dems.  In  the  last  week  alone  24  million  people  viewed  our  shared  content  on 
Facebook.”41 

In  the  EU  referendum,  the  Vote  Leave  campaign  tested  many  versions  of  the  same  ad  and  adapted 
the  ad  according  to  people’s  responses.  Dominic  Cummings  revealed  the  strategy  on  his  blog: 

"Instead  of  spending  a  fortune  on  an  expensive  agency  (with  15%  going  to  them  out  of ‘controlled 
expenditure’)  and  putting  up  posters  to  be  ‘part  of  the  national  conversation’  weeks  or  months 


-’’Electoral  Commission,  'Digital  campaigning:  Increasing  transparency  for  voters'. 

40N.  Anstead,  'Data-Driven  Campaigning  in  the  2015  United  Kingdom  General  Election'. 

41A.  Gwynne,  ’Theresa  May  called  a  snap  election,  but  we  in  Labour  had  Snapchat.  No  contest1,  The  Guardian,  15  June  2017, 
http://www.theguardian.com/commentisfree/2017/iun/15/theresa-may-snap-election-labour-snapchat-campaigning 
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before  the  vote,  we  decided  to  l)  hire  extremely  smart  physicists  to  consider  everything  from  first 
principles,  2)  put  almost  all  our  money  into  digital  (~ 98 %),  3)  hold  the  vast  majority  of  our 
budget  back  and  drop  it  all  right  at  the  end  with  money  spent  on  those  adverts  that  experiments 
had  shown  were  most  effective  (internal  code  name  'Waterloo')."42 

TheVote  Leave  campaign  used  this  strategy  to  target  fishermen  in  certain  parts  of  the  UK,  for 
example,  who  were  known  to  be  likely  supporters  of  the  Leave  vote,  with  personalised  messages  on 
social  media  that  only  they  could  see.43  The  campaign  can  then  test  the  effectiveness  of  their 
adverts  at  the  individual  or  small  group  level,  and  the  results  of  these  tests  form  new  datasets  to 
drive  strategy  and  implementation  of  targeting  groups  and  personalising  messaging. 

There  are  various  ways  to  segment  and  profile  an  audience  to  understand  their  likelihood  of 
supporting  a  particular  party  or  vote  and/or  how  persuadable  they  are.  Some  of  this  is  en  masse  (as 
described  above  in  terms  of  segments),  some  of  this  is  by  profile  and  some  of  this  is  micro-targeted 
down  to  the  level  of  the  individual.  Individual  targeting  can  be  done  through  different  techniques 
including  psychometric  profiling,  a  method  described  in  detail  in  Tactical  Tech’s  article 
"Persuasion  by  Personality,"  but  also  through  behavioural  profiling.44  This  uses  information  on  the 
activities  of  certain  groups  or  individuals  to  create  a  profile  about  their  habits,  such  as  whether  they 
have  voted  a  certain  way  in  the  past,  or  interacted  with  a  party  in  any  way.  Behavioural  profiling 
can  also  include  data  about  what  a  person  reads  and  watches,  or  where  they  shop.  These  tools  are 
common  across  all  personal  data-driven  advertising  platforms.  This  is  the  type  of  profiling  that 
Cambridge  Analytica  carried  out  by  analysing  individuals'  personality  traits  via  the  "OCEAN 
model,"  which  measures  individuals  against  five  main  personality  traits:  openness, 
contentiousness,  extraversion,  agreeableness  and  neuroticism.  With  this  personal  data,  they  could 
create  profiles  that  allowed  them  to  determine  which  messages  or  advertisements  will  resonate 
with  which  voters.  Although  Alexander  Nix  claimed  that  Cambridge  Analytica  did  not  work  with 
clients  in  the  UK,  he  also  stated  that  the  marketing  techniques  they  used  are  not  unusual  across 
many  marketing  companies.45 

The  most  common  reports  of  micro-targeting  are  those  that  highlight  how  custom  and  "lookalike" 
audiences  on  Facebook  can  allow  political  parties  to  target  a  narrow  set  of  individuals  with  an 
advertisement.  These  different  forms  of  segmentation  and  micro-targeting  services  are  offered  not 
only  by  Facebook,  as  significantly  covered  in  the  press,  but  also  by  other  platforms  such  as  Google, 

42D.  Cummings,  'Dominic  Cummings:  how  the  Brexit  referendum  was  won',  The  Spectator,  9  January  2017,  https://blogs.spectat- 
or.co.uk/2017/01/dominic-cummings-brexit-referendum-won/  (retrieved  10  July  2018) 

43D.  Cummings,  'On  the  referendum  #20:  the  campaign,  physics  and  data  science  -  Vote  Leave’s  ‘Voter  Intention  Collection  Sys¬ 
tem’  (VICS)  now  available  for  all'. 

44A  thorough  explanation  of  psychometric  profiling  can  be  found  on  Tactical  Tech's  Our  Data  Our  Selves  project  website  at 
https://ourdataourselves.tacticaltech.org/posts/psychometric-profiling/ 

45 A.  Nix,  'Oral  evidence:  Fake  News,  HC  363,  §  Digital,  Culture,  Media  and  Sport',  pp.  15-16. 
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whose  Audience  manager  for  adverts  of  Google  analytics  supports  parties  in  tracking  who  has 
visited  their  website  and  for  how  long.46  The  expenditures  to  Google  represented  in  Tables  l  and  2 
could  also  encompass  spending  on  other  media,  like  YouTube  -  a  Google  owned  platform  -  and/or 
Google  AdWords.  Google  AdWords  (now  Google  Ads)  is  a  service  that  allows  clients  to  target 
people  based  on  what  they  search  for  on  Google  and  YouTube,  as  well  as  on  websites  or  in  Gmail.47 
Political  parties  can  then  personalise  their  adverts  to  be  aligned  with  the  words  searched  for  by 
individuals.  The  service  operates  on  a  pay-per-click  model,  whereby  the  party  only  pays  when 
someone  clicks  the  link.  The  evidence  of  how  often  something  is  clicked  and  what  they  were 
searching  for  also  provides  valuable  data  about  potential  voters  that  the  party  can  use  to  evaluate 
and  make  adjustments  to  their  targeted  messages.48 


Image  2:  An  advertisement  on  Google,  paid  for  by  the  Labour  Party,  shows  how  people  searching  for  Conservative 
Party  Leader  David  Cameron  are  given  specific  search  results.49 

david  cameron  search  Advanced  search 

Search:  ®  the  web  C  pages  from  the  UK 


Results  1  - 10  of  about  1 5,800,000  for  david  cameron  (0.36  seconds) 


david  cameron 


Sponsored  Links  (Show  All  Advertiser  Info) 


don  Brown  and  David  Cameron  clash  over  national 
irance  -  39  minutes  ago 

Id  Cameron  today  taunted  Gordon  Brown  over  Labour's 
ns  that  business  leaders  had  been  "deceived"  into 
king  Tory  plans  to  scrap  a  national  ... 

Guardian  -  2981  related  articles  » 

:ime  for  David  Cameron  to  spare  us  the  spin  • 

or.co.uk  -  301  related  articles  » 

id  Cameron  steps  up  attacks  on  National  Insurance  - 

;  News  -  20  related  articles  » 


The  Tory  risk  to  Britain 
Take  a  long  hard  look  at  what  David 
Cameron  would  mean  for  Britain 

www.labour.org.uk/DavidCameron 

It's  Time  For  Change 
Our  country  can't  afford  another 
5  years  of  Gordon  Brown 

www.youtube.com/webcameronuk 


re  Party  I  People  I  David  Cameron 
smber  of  Parliament  for  Witney  and  Leader  of  the 


Ann  Summers™  Online 
Visit  Ann  Summers  &  find  out  why  we 
believe  in  a  well  hung  parliament! 

u/iiAAi  annci  tmmorc  rnm/Wt  innPaHiamonl 


Finding  3:  Information  about  data-driven  practices  remains  opaque 

“It  is  actually  hard  even  for  very  competent  and  determined  people  to  track  digital 
communication  accurately,  and  it  is  important  that  the  political  media  is  not  set  up  to  do  this. 
There  was  not  a  single  report  anywhere  (and  very  little  curiosity)  on  how  the  official  Leave 
campaign  spent  98%  of  its  marketing  budget.  There  was  a  lot  of  coverage  of  a  few  tactical 
posters.”50 


46Information  on  Google’s  Audience  Manager  can  be  found  at  https://support.googlc.com/google-ads/answer/753881  l?hl=cn  and 
Google  Analytics  at  https://marketingplatform.googlc.com/about/ 

47Google,  'AdWords  -  How  it  works',  available  at  https://ads.google.com/home/how-it-works/ 

'Ibid. 

49R.  Cellan- Jones,  ’The  Google  political  ad  war',  BBC,  8  April  2010, 

http://www.bbc.co.uk/blogs/thereporters/rorycellanjones/2010/04/the_google_political_ad_war.html 
50D.  Cummings,  'Dominic  Cummings:  how  the  Brexit  referendum  was  won'. 
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-  Dominic  Cummings,  Vote  Leave  Campaign  Director,  2017 

In  Tactical  Tech's  Data  and  Politics  research,  we  have  identified  several  major  factors  that  make  it 
particularly  difficult  for  any  external  evaluator,  concerned  citizen,  researcher  or  even  regulators 
such  as  the  Electoral  Commission  to  monitor  or  assess  the  tools  and  techniques  of  data-driven 
campaigning  in  the  UK: 

•  Lack  of  transparency,  openness  and  consistency  amongst  those  who  use  personal  data  in 
political  campaigns 

Industry  experts  and  political  strategists  are  reluctant  to  speak  openly  about  some  of  the  practices 
they  use.  Cummings  initially  refused  to  appear  at  the  DCMS  inquiries  and  only  attended  after  being 
issued  an  order  to  do  so.  Furthermore,  as  part  of  our  research  on  the  data  industry  in  2017  and 
2018,  Tactical  Tech  requested  interviews  with  several  digital  political  strategists.  Though  some 
agreed  to  be  interviewed,  the  majority  only  agreed  if  their  interviews  were  off-the-record. 

Even  when  strategists  and  insiders  do  talk,  as  with  all  first-hand  testimony,  it  can  be  hard  to 
determine  the  veracity  or  accuracy  of  the  information  they  convey.  For  example,  while  Cummings 
alleged  that  "there  was  not  a  single  report  anywhere"  about  how  the  Vote  Leave  campaign  spent 
98%  of  their  budget,  he  later  implied  that  the  reason  was  because  98%  was  spent  on  digital 
campaigning.51  The  inconsistency  in  Cummings'  own  accounts  calls  his  assertions  into  question. 

The  reported  spends  by  the  Vote  Leave  campaign  to  the  Electoral  Commission  in  fact  suggest  a  lot 
more  was  spent  on  print  media  and  canvassing  than  Cummings  implied.  If  we  accept  the  Electoral 
Commission  reports  as  accurate,  one  expense  immediately  confuses  the  claim  that  98%  was  spent 
on  digital:  they  report  that  £179,055.64  was  spent  on  Royal  Mail  for  the  purpose  of  delivery  of 
physical  materials  to  individuals'  houses.  This  discrepancy  maybe  because  Cummings  is  referring 
to  the  budget  he  worked  with,  not  the  overall  campaign  budget.  Despite  this,  the  statistic  that  98% 
was  spent  on  digital  was  then  reported  in  other  media  sources52  even  though  there  is  no  clear 
evidence  it  is  accurate. 

Arron  Banks,  a  major  investor  in  Vote  Leave,  also  suggests  campaigns  were  not  forthright  with  the 
media.  In  his  testimony  to  the  DCMS  he  stated  his  general  approach  to  giving  information  to 
journalists:  "We  certainly  weren’t  afraid  of  leading  journalists  up  the  country  path,  the  same  with 


51Ibid. 

5~M.  Moore  &  G.  Ramsay,  'Acrimonious  and  divisive:  The  role  the  media  played  in  Brexit',  LSE,  16  May  2017,  http://blog- 
s. lse.ac.uk/brexit/2017/05/16/acrimonious-and-divisive-the-role-the-media-played-in-brexit/ 
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politicians  [...]  Journalists  are  the  cleverest,  stupidest  people  on  earth.  They  are  clever,  but  they 
want  to  believe  some  of  this  stuff.”53 

•  Difficulties  in  monitoring  and  creating  transparency  in  political  data-driven  advertising 

The  very  nature  of  micro-targeted  adverts  makes  it  difficult  for  third  parties  such  as  journalists  and 
researchers  to  monitor  or  track  the  strategies  and  tactics  behind  them.  In  some  cases,  only  the  plat¬ 
forms  that  publish  the  ad  and  the  campaigning  group  or  digital  consultant  they’ve  hired  know  its 
intended  audience.  At  the  time  of  writing,  efforts  to  make  these  types  of  targeted  ads  transparent 
are  ongoing  and  have  met  with  varying  degrees  of  success,  but  they  did  not  exist  during  the  2015 
and  2017  elections  campaigns  or  during  the  EU  referendum.  Some  social  media  platforms  have 
now  pledged  to  publish  political  ads  with  additional  information,  including  in  some  cases  who  paid 
for  the  advert  published  on  their  platforms,  and  in  some  cases  to  whom  they  were  targeted.54  How¬ 
ever,  this  form  of  self-regulation  on  behalf  of  the  platforms  depends  on  their  good  will.  A  cit¬ 
izen-led  initiative  called  Who  Targets  Me  monitors  the  use  of  political  advertising  on  social  media, 
but  the  project  can  only  gather  information  via  citizens  who  volunteer  to  install  software  to  track 
political  ads  on  their  social  media  accounts.  This  is  not  only  ad  hoc  but  also  provides  data  based  on 
a  self-selecting  group  of  concerned  individuals.55  The  UK  government  has  recently  said  it  will  con¬ 
sider  whether  to  enforce  clear  reporting  on  who  has  paid  for  digital  ads,  in  line  with  similar  regula¬ 
tions  for  physical  leaflets  and  post,  so  this  may  change  in  the  future  but  it  is  currently  not  en¬ 
forced.56 


•  Challenges  within  the  existing  expense  reporting  regime  of  the  Electoral  Commission: 

The  Electoral  Commission's  reporting  systems  require  invoices  to  be  submitted  for  all  campaigning 
groups  during  a  reporting  period  from  an  election  or  referendum.  There  are  multiple  challenges  for 
researchers,  journalists  and  those  monitoring  spending  when  reviewing  submitted  expenses  and 
invoices.  These  include:  a)  difficulties  in  ascertaining  accurate  spending  amounts;  b)  opacity  of  the 
reported  expenses;  c)  difficulties  in  following  expenses  through  intermediaries;  and  d)  loopholes  in 
the  reporting  system 

a)  Difficulties  for  journalists  and  researchers  in  ascertaining  accurate  spending  amounts 


53D.  Sabbagh,  'Arron  Banks  tells  MPs:  I  have  no  business  interests  in  Russia',  The  Guardian,  12  June  2018,  http://www.theguardian.- 
com/politics/2018/iun/12/arron-banks-tells-mps-i-have-no-business-interests-in-russia 

54J.  Constine,  'Facebook  and  Instagram  launch  US  political  ad  labeling  and  archive',  TechCrunch,  24  May  2018,  http://social.tech- 
cmnch.com/2018/05/24/facebook-political-ad-archive/  ('retrieved  24  July  2018) 

55 See  the  project  at  their  website  https://whotargets.mc 

56The  Electoral  Commission,  'Digital  campaigning:  Increasing  transparency  for  voters'. 
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There  are  significant  inconsistencies  between  parties'  and  journalists'  reporting  and  the  official 
records  from  the  Electoral  Commission. 

Table  3:  shows  Leave  and  Remain  campaigning  groups'  spending  on  data-driven  platforms,  advertising 
and  data  companies  and  consultants  and  strategists  in  the  EU Referendum57 


EU  Referendum 


Platforms 

Britain  Stronger  In 

Other  Remain  Groups 

Vote  Leave 

Other  Leave  Groups 

Facebook 

£812,478.34 

£561,562.27 

£17,463.00 

£88,369.63 

Google 

£276,776.93 

£77,186.01 

£638.58 

£21,400.00 

Advertising  and  data  companies 

Britain  Stronger  In 

Other  Remain  Groups 

Vote  Leave 

Other  Leave  Groups 

AGGREGATEIQ 

£2,697,020.91 

£775,315.18 

Advanced  Skills  Initiative  Ltd 

£72,018.50 

Clear  Channel  UK  Limited 

£114,395.38 

Global  Superpower  Ltd 

£412,807.26 

Family  Advertising  Ltd 

£106,514.15 

Creation  Advertising  Ltd 

£65,129.50 

Other  Creative  Ltd 

£207,192.74 

Alchemy  Social 

£999,018.79 

Creative  Nerds 

£118,000.00 

Goodstuff 

£55,215.00 

Experian  Ltd 

£278,770.79 

Message  Space 

£60,823.44 

Data  8 

£285,022.35 

Care2 

£61,801.00 

NGP  VAN 

£56,607.06 

Total 

£464,253.85 

£1,451,004.58 

£2,883,434.79 

£1,566,958.83 

Consultants  and  strategists 

Britain  Stronger  In 

Other  Remain  Groups 

Vote  Leave 

Other  Leave  Groups 

The  Messina  Group 

£276,635.68 

Overall  Total 

Britain  Stronger  In 

Other  Remain  Groups 

Vote  Leave 

Other  Leave  Groups 

£1,830,144.80 

£2,089,752.86 

£2,901,536.37 

£1,676,728.46 

For  example,  in  May  2017  The  Guardian  reported,  "It  was  with  AggregatelQ  that  Vote  Leave  (the 
official  Leave  campaign)  decided  to  spend  £3. 9m,  more  than  half  its  official  £701  campaign 
budget,"58  a  figure  that  was  then  repeated  in  various  other  sources,  including  Business  Insider59 
and  Bloomberg.60  This  figure,  however,  is  not  consistent  with  the  Electoral  Commission  spending 
records  reflected  in  Table  3  (above),  which  show  an  overall  spend  of  £3.5  million  from  Vote  Leave 
(£400,000  less  than  the  original  Guardian  article),  including  all  other  Leave  campaigning 
groups.61 


-17A11  reported  spends  and  donations  are  recorded  and  accessible  on  The  Electoral  Commission’s  website  http://search.electoralcom- 
mission.org.uk/ 

58C.  Cadwalladr,  'The  great  British  Brexit  robbery:  how  our  democracy  was  hijacked',  The  Guardian,  7  May  2017,  http://www.thc- 
guardian.com/technology/20 17/mav/07/the-great-british-brexit-robberv-hiiacked-democracv 

59S.  Ghosh,  'Facebook  has  found  "connections"  between  Canadian  firm  Aggregate  IQ  and  Cambridge  Analytical  Business  Insider,  26 
April  2018,  https://www.businessinsider.de/facebook-found-links-between-aggregate-iq-and-cambridge-analytica-2018-4? 
r=US&IR=T 

60G.  De  Vynck,  N.  O.  Perason,  &  J.  Kahn,  'Cambridge  Analytica  Saga  Ensnares  a  Tiny  Canadian  Data  Shop',  Bloomberg,  27  March 
2018,  https://www.bloomberg.com/news/articles/2018-03-27/tinv-canadian-firm-is-linked-to-big-cambridge-analvtica-scandal 
61In  a  subsequent  article,  The  Guardian  amended  the  figure:  “The  company  [AggregatelQ]  played  a  critical  role  in  Britain’s  European 
Union  referendum,  with  a  total  of  £3. 5m  being  spent  on  its  services  by  four  different  campaigns:  Vote  Leave,  BeLeave,  Veterans  for 
Britain  and  Northern  Ireland’s  Democratic  Unionist  party.”  See  https://www.theguardian.eom/us-news/2018/apr/06/facebook-sus- 
pends-aggregate-iq-cambridge-analytica-vote-leave-brexit 
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Many  similar  inconsistencies  in  facts  and  figures  arose  in  the  DCMS  hearings.  The  most  glaring, 
perhaps,  was  when  Alexander  Nix  claimed  that  Cambridge  Analytica  “do  not  work  with  Facebook 
data,  and  we  do  not  have  Facebook  data,”62  whereas  whistleblower  Christopher  Wylie  stated,  “it  is 
categorically  untrue  that  Cambridge  Analytica  has  never  used  Facebook  data.”63  The  inconsistency 
can  be  attributed  to  alternative  interpretations  of  ownership  -  Cambridge  Analytical  data  was 
sourced  from  a  survey  application  which  worked  through  Facebook.  This  app  collected  data  from 
the  surveys  and  other  personal  data  the  individual  would  consent  to,  such  as  their  contact  lists.64 
Nix’s  reasoning  could  be  defended  by  the  argument  that  this  data  was  never  Facebook’s,  instead 
immediately  being  owned  by  Cambridge  Analytica.  Wylie's  testimony  on  the  other  hand,  could  be 
supported  by  the  argument  that  as  Facebook  is  an  intermediary  to  accessing  this  data,  Facebook 
has  ownership  over  the  personal  data  before  it  is  passed  over  to  Cambridge  Analytica.65 


b)  Opacity  of  expenses 

Image  3:  An  invoice  showing  a  payment  from  the  Conservative  Party  to  Facebook  for  the  General  Election 
in  2017.  The  invoice  shows  the  names  of  different  ads  under  codes.66 


ATTN: 
VAT  Reg. No: 
Advertiser: 
PO  Number 


Accounts  Payable 


CONSERVATIVE  AND  UNIONIST  PARTY 


1 

4906320  SW  SURREY  videos 

&9S  03 

2 

4 9063 2 3_L>ca)G«ncfid  stes  _  L  ong 

71,858.13 

3 

49U63?0_3cottand  Locate  «nd  Ida?  e» 

4,106  62 

4 

ELTH 

67  78 

5 

ELTH 

*  Syy 

: 

o  44$, 5^.42 

62.80 

6 

Genera  Election  4P 

\  \ 

2.1G2  95 

7 

General  Election  3A 

&  \00,Qoo 

16,614  38 

s 

General  Election  3AV 

)h*\ 

40.15057 

9 

Gereral  Election  3B 

811.77 

10 

General  Ejection  36V 

Local 

Stforc 

3,72/85 

11 

General  Election  3C 

1,914  35 

12 

Gereral  Election  3CV  0 

•zfo' led 

C  Jqi\»3 

8.784. 52 

13 

General  Election  30 

780  39 

14 

General  Election  30V 

r*  \ 

2,283.11 

62 A.  Nix,  'Oral  evidence:  Fake  News,  HC  363,  §  Digital,  Culture,  Media  and  Sport',  Q682,  p.  15. 

63C.  Wylie  &  P.-O.  Dehaye,  'Oral  evidence:  Fake  News,  HC  363,  §  Digital,  Culture,  Media  and  Sport  Committee',  UK:  House  of 
Commons,  27  March  2018,  Q1305,  p.  14,  available  at  http://data.parliament.uk/writtenevidence/committeeevidence.svc/evidencedoc- 
ument/digital-culture-media-and-sport-committee/fake-news/oral/8 1022.html 

64S.  Frenkel,  M.  Rosenberg,  &  N.  Confessore,  'Facebook  Data  Collected  by  Quiz  App  Included  Private  Messages',  The  New  York 
Times,  1 1  April  2018,  https://www.nvtimes.eom/2018/04/10/tcchnologv/faccbook-cambridgc-analvtica-privatc-mcssages.html 
65C.  Wylie  &  P.-O.  Dehaye,  'Oral  evidence:  Fake  News,  HC  363,  §  Digital,  Culture,  Media  and  Sport  Committee', 

66 All  reported  invoices  available  on  The  Electoral  Commission  online  database:  http://scarch.clectoralcommission.org.uk/Api/Spcnd- 
ing/Invoices/55723 
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There  is  a  significant  disparity  between  parties'  reported  expenses  and  the  way  invoices  are  de¬ 
tailed.  This  makes  understanding  some  of  the  records  difficult.  For  example,  the  invoice  in  Image  3 
(above)  shows  that  some  expenses  are  filed  with  a  list  of  codes  and  internal  references  that  are  not 
transparent  about  what  the  services  were.  By  contrast,  others  are  submitted  with  extremely  de¬ 
tailed  invoiced  items,  in  some  cases,  down  to  the  name  of  the  actual  advert  produced  and  the  num¬ 
ber  of  clicks  an  advert  received.  This  cannot  be  attributed  to  a  simple  difference  of  invoicing  styles 
across  companies.  There  are  no  consistent  standards  set  by  the  Electoral  Commission  for  reporting. 
Our  research  showed  that  the  same  company  invoices  had  different  levels  of  detail  to  different 
parties  on  different  campaigns. 

c)  Difficulty  of  following  expenses  through  intermediaries 

Image  4:  An  invoice  showing  services  charged  to  the  Labour  Party  by  Alchemy  Social  for  "activity"  on 
Facebook.  The  payment  description  references  the  connection  of  Alchemy  Social  to  their  parent  company, 
Experian.  Available  at  http://search.electoralcommission.org.uk/ 


Invoice 

Alchemy  Social 


An  Experian  Business 


Document  Number 
Document  Date 
Account  Number 
Reference 


27/06/2016 


P/O  Numbers 


PC  2748,  The  Labour  Party 
'EU  Referendum  -  Facebook 
activity'.  Facebook  activity 
led  by  Experian.  Total  spend 
£50.000  with  16%  fixed 
margin  ( Agency  fee  of 
£8,000  and  Media  Spend 
£42.000). 

VAT  Number 


£50.000.000  per  Record^) 


£50  000  00 


27  JUN  2016 
K11.  .s 


Subtotal 


£50,000.00 


The  exact  details  of  how  funds  are  spent  can  be  obscured  by  a  layer  of  intermediary  companies. 
This  practice  not  only  calls  for  greater  scrutiny  but  also  requires  an  understanding  of  company 
subsidiaries.  For  example,  Labour's  spend  on  Facebook  communications  can  ostensibly  be 
measured  by  looking  at  how  much  money  the  Labour  Party  paid  to  Facebook;  but  a  closer  look  at 
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the  invoices  of  other  companies,  such  as  Alchemy  Social  (see  Image  4,  above),  shows  that 
additional  funds  were  spent  on  Facebook  through  Alchemy  Social.  In  addition,  Alchemy  Social  is  a 
subsidiary  of  the  personal  data  company  Experian,  meaning  that  some  profits  will  ultimately  end 
up  back  with  Experian,  too.  Based  on  these  kinds  of  transactions,  we  can  conclude  that  additional 
companies  profit  from  political  spends  than  those  that  are  initially  visible  from  the  spending 
reports.  Knowledge  of  the  relationship  among  these  companies  as  well  as  a  detailed  reading  of 
invoices  is  needed  to  gain  a  clear  understanding  of  exactly  what  types  of  services  are  being  paid  for 
and  with  which  companies. 

The  invoice  in  Image  4  (above)  shows  how  an  advertising  specialist  company  can  act  as  an 
intermediary  between  the  political  party  and  the  final  product,  but  it  does  not  detail  the  type  and 
level  of  strategic  support  given  by  a  particular  company.  The  Electoral  Commission  cannot  access 
this  information  even  on  request,  impeding  not  only  citizen  access  to  this  knowledge  but  also 
access  of  those  trying  to  enforce  regulation,  as  the  Electoral  Commission  itself  states: 

“Our  statutory  powers  to  compel  the  provision  of  evidence  cover  all  organisations  and 
individuals  that  are  regulated  under  the  law  -  including  registered  campaigners.  However ,  our 
powers  outside  an  investigation  only  cover  material  related  to  income  and  expenditure.  Our 
powers  do  not  extend  to  third  parties  such  as  suppliers  of  digital  platforms.”67 

Another  example  of  the  use  of  intermediary  companies  obscuring  spending  is  the  Conservative 
Party's  employment  of  The  Messina  Group,  who  offer  services  in  advising  strategy  as  well  as 
helping  to  implement  it.  There  is  no  information  on  how  much  freedom  The  Messina  Group  had  in 
implementing  the  party's  strategy,  such  as  publishing  Facebook  advertisements,  or  whether  they 
required  sign  off  from  the  party  staff,  and  at  what  level  of  detail.  Further,  the  invoice  shown  in 
Image  5  (below)  again  gives  no  information  to  help  understand  this  for  any  interested  group.  The 
more  freedom  The  Messina  Group  had,  presumably,  the  less  the  political  party  and  campaigning 
group  will  know  what  data-driven  practices  took  place.  This  not  only  means  we  most  likely  cannot 
rely  on  the  political  party  and  campaigning  group  pundits  to  describe  what  happened,  but  also 
more  critically,  it  puts  the  choices  that  impact  political  communications  at  the  heart  of  our 
democratic  processes  in  the  hands  of  intermediary  technocrats  rather  than  political  experts. 


67 Available  on  the  Electoral  Commission’s  online  database  at  https://www.electoralcommission.org.uk/find-information-by- 
subject/political-parties-campaigning-and-donations/digital-campaigning 
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Image  5:  An  invoice  showing  payment  from  the  Conservative  Party  to  the  Messina  Group.  The  Messina 
Group  advise  on  digital  campaigning  strategies.  The  invoice  does  not  detail  any  of  the  specific  activities  the 
company  undertook  on  behalf  of  the  Conservatives.  Available  at 
http://search.electoralcommission.org.uk/ 


The  Messina  Group 

1 1 55  Connecticut  Ave  NW,  4th  Floor 
Washington,  DC  20036  US 


themessinagroup.com 


MESSINA 

GROUP 


d)  Loopholes  and  inconsistencies  in  the  reporting  system 

Finally,  there  are  loopholes  and  inconsistencies  in  the  reporting  system  of  the  Electoral 
Commission  that  mask  the  full  picture  of  spending  on  data-driven  practices.  The  Commission  only 
requires  records  during  the  reporting  period,  which  means  that  in  the  run-up  to  an  election  or 
political  campaign,  the  period  between  the  publication  of  spending  limits  and  the  start  of  reporting 
period  may  be  used  “to  spend  large  sums  of  money  that  don’t  count  towards  their  spending 
limits.”68  For  this  reason,  it  may  be  important  in  the  future  to  think  of  regulation  of  ‘permanent 
campaigns’  rather  than  just  during  given  periods  around  elections.  Further,  campaign  groups  also 
failed  to  file  all  relevant  information:  the  Electoral  Commission  has  fined  Leave. EU  £70,000  for 
failing  to  report  accurately,  including  omitting  at  least  £77,380  in  its  spending  return.69  This  to 
some  extent  shows  that  the  system  is  working.  However,  the  Electoral  Commission  themselves 
have  stated  that  they  don’t  believe  their  fines  are  harsh  enough.70  The  maximum  fine  in  a  singular 
instance  is  £20,000,  which  they  believe  some  campaigns  may  simply  see  as  a  necessary  campaign 
cost.  In  some  cases,  fines  may  be  a  risk  that  parties  are  willing  to  take  in  order  to  avoid  accurately 

68The  Electoral  Commission,  'Digital  campaigning:  Increasing  transparency  for  voters'. 

^Electoral  Commission,  'Leave.EU  fined  for  multiple  breaches  of  electoral  law  following  investigation',  1 1  May  2018, 
https://www.electoralcommission.org.uk/i-am-a/iournalist/electoral-commission-media-centre/news-releases-donations/leave.eu- 

-fined- for-multiplc-breaches-of-electoral-law-following- investigation  (retrieved  24  July  2018) 

70Electoral  Commission,  'Digital  campaigning:  Increasing  transparency  for  voters'. 
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reporting.  The  Electoral  Commission  highlights  that  this  could  be  a  particular  risk  for  referendums, 
where  campaigning  groups  may  not  need  to  maintain  an  ongoing  sound  reputation.71 

The  main  challenge  in  the  reporting  system  is  that  spending  transparency  does  not  currently  cover 
donations  or  third-party  or  external  contributions,  and  this  creates  a  potential  future  risk  of 
interference  in  the  democratic  process,  including  by  foreign  actors.  Focusing  only  on  spending  by 
the  political  parties  creates  a  potential  loophole  whereby  funds  can  then  be  routed  through  third 
parties  or  directly  spent  on  data-related  services  by  interested  parties  in  support  of  a  particular 
campaign,  such  as  wealthy  individuals  or  those  with  particular  business  interests.  This  has  been  a 
source  of  significant  controversy  in  the  case  of  the  EU  referendum.  Much  attention  was  given  to 
alleged  activities  that  appear  to  test  the  system,  such  as  donations  made  by  campaigns  to  third 
parties  in  order  to  possibly  avoid  spending  limits.  In  the  EU  referendum  process,  £625,000  was 
reportedly  given  to  a  young  student,  Darren  Grimes,72  who  then  paid  a  portion  of  this  to  a  Canadian 
social  media  marketing  company  called  Aggregate  IQ,  a  transaction  that  later  became  the  subject  of 
an  inquiry  by  the  Electoral  Commission.73 

Similarly,  attention  was  paid  to  allegations  that  Arron  Banks  utilised  his  company,  Eldon 
Insurance,  to  support  the  work  of  Vote  Leave.74  This  was  first  picked  up  on  by  Guardian  journalist 
Carole  Cadwalladr  and  later  with  allegations  from  Brittany  Kaiser  in  her  testimony  to  the  DCMS 
that  personal  data  from  Banks’  own  insurance  companies  may  have  been  used  in  early  efforts  to 
collect  data  for  the  Vote  Leave  campaign.75  Whether  or  not  these  claims  are  accurate,  the  point 
remains  that  such  investments  and  such  a  use  of  business-related  data  is  a  necessary  consideration 
for  regulation  and  transparency  of  the  use  of  personal  data  in  elections  and  political  campaigns. 


Conclusion 

Personal  data  has  become  integral  to  campaigning  in  the  UK,  and  is  bound  to  become  even  more 
so.  Due  to  the  fact  that  data-driven  campaigning  is  both  expensive  and  requires  digital  expertise, 
different  political  groups  and  parties  implement  it  in  unequal  measures.  This  may  have  effects  on 
the  access  to,  and  quality  of,  information  the  electorate  have  as  well  as  the  success  of  different 


71Ibid. 

72C.  Cadwalladr,  'Vote  Leave  donations:  the  dark  ads,  the  mystery  "letter"  -  and  Brexit's  online  guru',  The  Guardian,  25  November 
2017,  https://www.theguardian.com/politics/2017/nov/25/vote-leave-dominic-cummings-online-guru-mystery-letter-dark-ads 
73J.  Elgot  and  David  Pcgg,  'Electoral  Commission  documents  reveal  more  details  on  Vote  Leave  donations',  The  Guardian,  21 
November  2017,  https://www.theguardian.com/politics/2017/nov/21/electoral-commission-documents-reveal-more-details-on- 
vote-leave-donations 

74C.  Cadwalladr,  'Arron  Banks,  the  insurers,  and  my  strange  data  trail',  The  Guardian,  21  April  2017, 
https://www.theguardian.com/technology/2018/apr/21/arron-banks-insurance-personal-data-leave-eu 

75B.  Kaiser,  'Written  evidence:  Fake  News,  HC  363,  §  Digital,  Culture,  Media  and  Sport1,  April  2018,  UK  House  of  Commons.  Re¬ 
trieved  from  http://data.parliamcnt.uk/writtcncvidcncc/committccevidcncc.svc/cvidcnccdocument/digital-culturc-mcdia-and-sport- 
committee/fake-news/written/8 1 556.html 
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parties.  In  order  to  assess  the  impacts  of  these  practices,  it  is  necessary  to  have  transparency  of 
decision  making,  spending  and  implementation.  Without  meaningful  transparency,  it  is  difficult  to 
fully  understand  how  to  legislate  for  or  monitor  data-driven  campaigning.  The  current  system  in 
the  UK  poses  various  challenges  for  achieving  such  transparency,  including  inconsistencies  in 
accounts  from  practitioners,  possible  loopholes  in  the  Electoral  Commission  reporting  system  and 
initiatives  to  leverage  personal  data  that  do  not  involve  direct  spending  by  a  political  party.  Until 
these  issues  can  be  addressed,  it  will  remain  difficult  for  researchers  and  journalists  to  utilise 
access  to  this  information,  for  regulators  to  keep  abreast  of  the  limitations  of  regulations,  and  for 
political  parties  to  understand  the  implications  and  appropriateness  of  their  own  practices  on  the 
integrity  of  the  democratic  process. 
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